[ftach lan Amit June 2011

Data Exfiltration
Not just for Hollywood!



http://www.security-art.com
http://www.security-art.com

Iftach lan Amit | June 2011

whoami

® Not certified
® Consulting at Security-Art
® Hacker, researcher, developer

® | like crime,and war :-)

o DC9723, IL-CERT
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Agenda

|. Infiltration
2. Data targeting & acquisition

3. Exfiltration
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| . Infiltration

® TJechnical factors
® Human factors

® Command & Control in loosely connected
environments

All rights reserved to Security Art Itd. 2002-201 | 4 % ,c ol rg abee and /,,7( nd traditicnal secu ,,'/7

Tuesday, May 31, 2011



Iftach lan Amit | June 2011

Infiltration - Technical

® Exploits! of what???
® VWeb, FTP, mail, SSL-VPN...
® Will only get you the basic stuff

® 3rd party tools used (LinkedIn,
SalesForce, Saa$S applications)...

® Harder to get

*although nice to have as reproducible on many targets
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Infiltration - Technical

The problem:

Small attack surface
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Infiltration - Technical

® How about them windows!?

® Win XP still the dominantly deployed OS on
clients (both in corporate and government
settings)

® Win 7/ is no big deal

e Attack surface is much broader (spell
Adobe, Symantec, WinZip, AOL, Motzilla, etc...)
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Infiltration - Human

® Not as in“| got your guy and | want
$1,000,000 to set him free”

® More like “dude, check out the pics from the
conference we went to last month.Wicked!”

® “did you get my memo with the new
price-list <link to .xIs file>"

® You get the idea...
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Infiltration - Human
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Infiltration - Human

® cMails, web links,
phishing...

® Works like a2 charm!

® And can be mostly
automated

® SET to the rescue
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Infiltration - Human

And... being nice/nasty/
obnoxious/needy always
helps!

m—— ]
DESIGNATED
SMOKING
AREA
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2. Data Targeting & Acquisition

® VWeaponizing commercial tools

® Creating “APT” capabilities

® But first - targeting...

All rights reserved to Security Art ltd. 2002-201 | 12 % ,/".9/',/'/17 abeve and éf'-y«wr/ traditicnal y’f-‘r.///’./'/y

Tuesday, May 31, 2011



Iftach lan Amit | June 2011

Step |: Basic Intel
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Who's your daddy!

And buddy, and friends, relatives, colleagues...
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Select your target wisely

And then craft your payload :-)
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Not as expensive as you think

B» ZeuS Builder

information
Suider Current version information

® ZeuS: $3000-$5000

Connection | Installation  Steath lMiscdlaneousl

O S E . 2500 400 ~ Steath Mode - ~ Delayed Connection - :
Py ye. - " Visible mode ( No delay
" Cautous mode " Delay to next reboot
@ Agressive mode " Dely [0 Days. [0 Hows [0 Min
e Limbo: $500-$1500 ==
i [V Set atribute hidden [ Set older file date [T Hida Process
[V Mel server

[T Kemel level unhocking
R

This option wil unhook < to low g mote firewalls. Itis fmited 1o windows XP only
and the user needs to be 13001
ARNING: This function is shll in be!a and could make the remote computer crash if # fals Please use i with
caion
Buid Cancel
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Just make sure to pack

. B FreeuPx 14 o
Experienced travelers T —
Add files Remove COMPRESS | DECOMPRESS Options About
File st / Basic o2
o tings Advanced settings
now the importance | : - s v s vy e
v 1 GetAspect.exe Al No 469 472 .
v 2 manfoll.exe C:\Program Fles (x86)\Common Files \microsof... No 303 104 -
® Vi3 fimpeg.exe A:VAudio Extractor 1.4 Yes 3 163 26
O ac (In ro er v 4 Je exe A:\Lame Front-End 1.4 Yes E
v 6 AudoExtractor.exe A:\Audio Extractor 1.4 Yes 8422490 3% 82
v 7 ImagngDevices, exe C:\Program Fles (x86)\Windows Photo Viewer No 52936 -
V'8 twand C:\Windows No 94 734
V9  awfil2d C:\Windows'\System32 No 91643
v 10 twan_32.di C:\Windows No $1200 - -
L ™ »
Qutput fie
9 The same as nput fle Custom:
Profie: | The last session settings *| <-Load = save...
Compression type Resources
Force compression .
@ Normal Don't compress any resources
Compression level: Badap file: : koons:
9 - very high compr. (slow) v aeate = UPX defauit 2
v Al methods Qverlay: . , - -
s UPK defaudt - Don't Compress resources | lnfo
2/BMP 01
Export Section: L/MENT DLG
Brute : ' g I
UPX default v| 5/DIALOG_01
Relocations:
Ultra Brute UPX defaut -
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And set measurable goals

® File servers

® Databases

® Filet
ile types \\ l '
® (Gateways (routes) ?\ PRINTERS \ A

® Printers
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From mass infection to APT

PATIENCT

Mass infection: APT:
5-6 days before 5-6 months before
detection detection
Frequent updates No* updates
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Control!?

® What happens when you
are so far behind?

® Just use your friends
(peers)

® Expect a one-way
command scheme.

® Exfiltration is a
different animal...
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3. Exfiltration

® Avoiding DLP

® Avoiding IPS/IDS egress filters
® Encryption

® Archiving

® Additional techniques

All rights reserved to Security Art ltd. 2002-201 | 21 % ,&9/4'/17 abeve and &y«wr/ traditicnal y'f-'(-.///'./'/y

Tuesday, May 31, 2011



Iftach lan Amit | June 2011

Under the radar

® VWhat does the radar look for?

® Jext
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How about them SSLs?

e Cool.

® Although sometimes may be intercepted

® Pesky content filters...
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So...

Version: GnuPG/MacGPG2 v2.0.14 (Darwin)

hQMOA1jQIm6é6UkL4eEAV/W3r/eYLUmqgRNi/|egt72IK6qdBiBfkg9PZ5YKql9CUZp
FGnVk029K3gEVcrA4k7w2aOtP7tYKRF8v4yrZQ9GZ7eXzR7+Tbfl g+7dveH6US8Bf
BHo8LRovj501GghrvpyKYRPIf/NAgzL2G8dyi/FVBOYB4]7/4x0YFEalQHaLiKyt
/gkikyV92njP)6tPm2sdKUqUHSb20r9AdowZ0VVRrWwdRgUhdNXajjwcbH | BjVuS
Gilw8MnmQkmJAT+TAFkTqCofjiwtnNMNAN]bo2Z36RgsAcKbhVh | eMA7evOpUakp
Tm4xN64syk/| DEcOVHFbanAreTV3tCbUUIoPQDFGFpiu30S6/0890UvRtBBbC5p6
leYKEnDIlcGWAomRSiYBFW;jTca/DIw43QIW/ImdBnwcWLUQmMD Cmwr3HuhEaOmgfO
hdgaxM4GuVd]CDdwXzwpuaPEICd | 8weH2XNzudLdeRKN+wijl/4Déblo+038BcLei
SyhWrMFB7mKSmEzQufQUDACFamtMCn9YOo3mgo+YYk505ghIDLNwZXqyVUqOHVIG
vu7gzuNwUdY5idLgsGEsOKOxVwYntTKUh6 | tNS/HDfNTVm4Y 3p8M88|Hhcg7npY>5
gJuhWuHkgp2CTsQT+gRjthm3I3 AlnlvAfuC5uWLMsjA4sCw2FRDOARxrN9EI8maX
IVCxN9aB3dK4S9IMSG)5HhaYpTfpc9CdFkFryzb2sFWfW85nSzNo7dVFCy0OjmSr19
04]sfj0)0izS3MeGYYz5NSsfBz+60/IYURL3OXrm4DuJNHYODvVbYqSQRRx302S5+
uZekwXwYsqpei/f/sYo875p5NeX3g62zgjy2VIy+n58WaZWoHb5Y0QCxNfpjdcAQ
3tuZQaUvlqrkQeSRxKXD7pxIHdwHDgfvw0 | RU8NsMkfsBoTZY27BjFvlg5hS/pv9O
61znXaJu9jRWDj6étvSypx8X2iiVgtSHYahlqgEUH | RusAMCILkxODydCvUud/qRbT
YcnkVVgA8ojeDoVpp3AabRrSmgEAOWW6MOKvnSuMKniLlKe7kolqGjEuLAXx7s5Kg
mMHfNki5dYWvQzHv03ID9UG+uW6054BnsajEVe2EcYTPT+8pg2bCxnMEIKO0ds9ls
qvf2Kx4kqOO0qMe| G [ 112zfAFqmMiTMtgA2CZ0Y42hA/bQK/CCM8QVo9)cGn3|Jf6N
0X1TVob7xDo/fkRROHv74dIh2Kxa0SH8iGdb4kl=

=jN3t
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Still “too detectable”

hQMOAjQIm6éUkL4eEAV/W3r/eYLUmqgRNi/|egt72IK6qdBiBfkg9PZ5YKql9CUZp
FGnVk029K3gEVcrA4k7w2aOtP7tYKRF8v4yrZQ9GZ7eXzR7+Tbfl g+7dveH6US8Bf
BHo8LRovj50I1GghrvpyKYRPIf/NAgzL2G8dyi/FVBOYB4)7/4x0YFEalQHaLiKyt
/gkikyV92njP)6tPm2sdKUqUHSb20r9AdowZ0VVRrWwdRgUhdNXajjwcbH | BjVuS
Gilw8MnmQkmJAT+TAFkTqCojiwtnNMNAN]bo2Z36RqsAcKbhVh IeMA7evOpUakp
Tm4xN6é4syk/ | DEcCOVHFbanAreTV3tCbUUIoPQDFGFpiu3056/0890UvRtBBbC5p6
leYKEnDIllcGWAomRSiYBFW;Tca/Diw43QIW/ImdBnwcWLUQmMD Cmwr3HuhEaOmqgfO
hdgaxM4GuVd|CDdwXzwpuaPEICd | 8weH2XNzudLdeRKN+wijl/4Déblo+038BcLei
SyhWrMFB7mKSmEzQufQUDACFamtMCn9YOo3mgo+YYk505qhIDLNwZXqyVUqOHVIG
vu7gzuNwUdY5idLgsGEsOKOXVwYntTKU6 I tNS/HDfNTVm4Y 3p8M88]JHhcg7npY5
gJuhWuHkgp2CTsQT+gRjthm3I13AlnlvAfuC5uWLMsjA4sCw2FRDOARxrN9EI8maX
IvCxN9aB3dK4S9IMSG|5HhaYpTfpc9CdFkFryzb2sFWfW85nSzNo7dVFCy0jmSr19
04Jsfj0J0izS3MeGYYz5NSsfBz+60/IYURL3IOXrm4Du]NHYODvVbYqSQRRx302S+
uZekwXwYsqpei/f/sYo875p5NeX3g62zgjy2VIy+n58WaZWoHb5Y0QCxNfpjdcAQ
3tuZQaUvlqrkQeSRxKXD7pxIHdwHDgfvw0 | RU8NsMkfsBo TZY27BjFvig55/pvo9O
61znXaJu9jRWDj6étvSypx8X2iiVgtSHYahlqgEUH | RusAMCILkx0DydCvUud/qRbT
YcnkVVgA8ojeDoVpp3AabRrSmgEAOWWEMOKvnSuMKniLlKe7kolqGjEuLAx7s5Kg
mMMHfNki5dYWvQzHv03ID9UG+uW6054BnsajEVe2EcYTPT+8pg2bCxnMEIKO0ds9ls
qvf2Kx4kqO0gqMe)G 1 112zfAFgmMiTMtgA2CZ0Y42hA/bQK/CCM8QVo9)cGn3Jf6N
0X1TVob7xDo/fkRROHv74dIh2Kxa0SH8iGdb4kl=

=jN3t
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Much better

® Throws in some additional encodings

® And an XOR for old time’s sake

® And we are good to go...

® (0% detection rate
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Resistance is futile
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But you have no network

® They killed 80,443, 53 and cut the cable to
the interwebs!

® Go old-school!
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Kill some trees

/h n?vqan!kPeuvu!'-r-lvtn | 8

hIWDrrr=8\DED, «DaB2f s

,~0¥plroAY*nG] ?UkOe) .“ﬁ

qJ* d(YYbe i KOQFx
: 3 o \,
-. -us

. -‘ -’ {p *
: l6'<o

- A { 1: ‘: l‘o m “h -s cr,
- oo Nass > !

All rights reserved to Security Art Itd. 2002-201 |

ol(o

420nW ; L 4AEMD&G* »
b _sZ t<iD?bzth"rBBnOrr,m-qu?gr Q34gte

err;p,q>"(oPI (er ne’
kiu‘) Et%égésc 02) < (Pmy ddg.' l{
fU7 >2Tp=651L6 DNELS ELp4

OlsJDu(oDe epial €Y%

.>_
'S h. r*

. : "‘Wcrqu o '
';/4# A-A;g &J' 'w

io*

nYoC

{0'

jearX\ 4

‘UONE fS) Y

o. .F L

vulsseufvf
’ ' q’l' KO QN 10
_)s‘ﬂ.o 0 -_: (s? <c/}
: 48 13. LEXTVC RIgs. ac)
. :\ ,’- \-f. _;'_A

,a Jc «,.)q:
04 ,

g<jz/Po Wt
Plron!ccp
 F87cf-2
.rr ts

?l
oXthSp) (3tr 7
A ¢ >fr1
,a,;prn e‘f pakqg
3+ Y *SpWE: (.:- :,. :

(J('(«(‘ly abeve and 6{7(‘”(/ traditicnal ;Jecan?}l

Tuesday, May 31, 2011



Iftach lan Amit | June 2011

To shred or not to shred?
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Yeah, good ol’'e DD...

e . /2’< v ’ e
A -
ey S :

'''''''
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Back to hi-tech (?)
ET Phone Home

Got VOIP? Excellent!

Target a handset/switch Collect your data
\/
Set up a public PBX Encode
OR a conference call l

Call, leave a message, don’t

OR a voicemail box
expect to be called back...
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Voice exfiltration demo

“Néré Terminal — bash — 80x24

iomx:way iamit$

oS M A Terminal — bash — 80x24

iomx:wav iomit$
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Killing paper isn’t nice

® [ax it!

® Most corporations have email-to-fax
services

® heard of the address
555-7963@fax.corp.com ?

® Just send any document (text, doc, pdf) to it
and off you go with the data...
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Conclusions

® Available controls
® |nformation flow path mapping

® Asset mapping and monitoring
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Controls

® Start with the
human factor

® Then add
technology
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Know yourself, know your enemy

® Where do people leave data
® Hint - spend time with developers.

® “Hack” the business process

® TJest, test again, and then test. Follow with a
surprise test!
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Map your assets

e A _

. | CANADA ‘
) l?atglvl;ligh be true to

yourself, not to
what you believe
things should look

like”

Old chinese proverb
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And monitor them!

They are YOUR assets
after all

No reason to be
shy about it...

And remember to add
honey...
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Then...

TEST SOME MORE

Shameless

Plug!

For hints/guides see: www.pentest-standard.org
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Questions!

Go get your fix here:
www.security-art.com

Thank you!
Too shy to ask now!?

iamit(@security-art.com

Need your daily chatter?
twitter.com/iiamit
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